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1. MAGNET RAM Capture

MAGNET RAM Capture2HMAGNETABIF AR —ARREFWENFEG IR, AFR/INERTLAXSA
FREBEREDE.

ERSE:
@ FTFEE, ERFYRE =AD" Accept”,

Magnet Forensics User Agreement

This User Agreement (the "Agreement”) is a legal agreement between you and Magnet
Forensics Inc. ("Magnet Forensics") respecting yvour use of the accompanying software
provided to you by Magnet Forensics. BY INDICATING YOUR ACCEPTANCE BY CLICKING ON
THE "1 ACCEPT" BUTTON BELOW OR USING THE "/ACCEPTEULA" COMMAND LINE SWITCH,
OR BY OTHERWISE USING THE SOFTWARE, YOU ARE REPRESENTING THAT YOU HAVE READ
AND UNDERSTAND, AND AGREE TO BE BOUND BY, THE TERMS OF THIS AGREEMENT. If vou
have any guestions or concerns about the terms of this agreement, please contact us at
hitp://www.magnetforensics.com/contactus .

1. Definitions

1. "Instance" means a copy of the Software that a User is, or multiple Users are, authorized
to use, in accordance with the terms set forth in this Agreement and on the documentation
accompanying the Key.

1.2. "Key" means a license key provided to you by Magnet Forensics in relation to an
Instance that allows a User to use the Software.

1.3. "Software” means all components of this software, dongles, USE thumb drives, media,
printed materials, and "online” or electronic documentation and any copies or modifications
thereto or thereof, in whole or in part, provided to you by Magnet Forensics.

Magnet RAM Capture - End User License Agreement

(use faccepteula in the command line to accept the EULA and bypass this window)

[ 1 Do Not Accept ] I Accept

@ Ri"Browse”, IEEHIFREHAFIER, AEEXHE, FRE start” FHasFER.

Magnet RAM Capture - O -
RAMCapture v
MAGNET crovemitmesve
F ORENS

http: / /www.magnetforensics.com Segment size: | Don't Split

Save RAM capture to...

C:\Users\Jaime McQuaid\Desktop'yymram.amp Browse...

Cancel 7,018 of 8,946 MB
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2. Dumplt

Dumplt E—EEERZEEN windows RIFEEENETE. FIRATHRITURMBE— N RS
ENEEETE.

@ BEENEHIE T Dumplt.exe X4

= Dumplt.exe 2014/8/17 20:24 WHERF 203 KB

|| README.txt 2014/8/17 20:24 AT 1 KB

Q@ BWAyHEE, ERRGHRRFESRIERT, REFHEIU8 raw,

! C:AUsers\Administrator\Downloads\All-In-USB-master\All-In-USB-master\utilities\Dumplt\Dumplt.exe

you want to con

—. BHETB——volatilityElA=

Volatility2—IFERANANFRIETE ERHRE S HANNEUNZ R EREEARN—E
TE, AT windows,linux,mac osx,androidEZFRFEIE, VolatilityE—mFHRARFEIEELE,
BEEX SHNRNFREHITHN, BERAZEUEEN, SERFEHERARFNFEAERUARRSHIE

TR

EMTEHELE: Volatility 2.6 Release (volatilityfoundation.org)

Volatility 2.6 (Windows 10 / Server 2016)

This release improves support for Windows 10 and adds support for Windows Server 2016, Mac OS Sierra 10.12, and Linux with
KASLR kernels. A lot of bug fixes went into this release as well as performance enhancements (especially related to page table
parsing and virtual address space scanning). See below for a more detailed list of the changes in this version.

This release also coincides with the Community repo - a collection of Volatility plugins written and maintained by authors in the
forensics community. Many of these are the result of the last 4 years of Volatility plugin contests, but some were just written for fun.
Either way, its an entire arsenal of plugins that you can easily extend into your existing Volatility installation.

Released: December 2016 _—— Windows¥E&

| Download the Volatility 2.6 Windows Standalone Executable (x64 |
Download the Volatility 2.6 Mac OS X Standalone Executables (x64)
| Down oad the Volatility 2.6 Linux Standalone Executables x64§ |
Download the Volatility 2.6 Source Code (.zip) \ .
Download the Integrity Hashes LinuxFs

View the README
View the CREDITS
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(—) ERBGE

At LAwWindowshiRAFER [volatility_2.6_win64_standalone.exe] IS, &{FRRSSHITE
F, EEFREFRIE,

1.55%0

1 wvolatility_2.6_win64_standalone.exe --h

BURTEEAFMERE (MH410-1] RS

2. 554

1 volatility_2.6_win64_standalone.exe --info

BURTEEAFMERRE [MiE10-2] RS

3.PRIERFEER

1 # imageinfo
2 volatility_2.6_win64_standalone.exe -f xxx.raw imageinfo

IPBREE, FHMERESEETHSBOITHNRRER, FINSHIRE

4. EFHIE

1 # pslist
2 volatility_2.6_win64_standalone.exe -f xxx.raw --profile=xxX pslist

5. 42556

# memdump T HHERE B

# -p FHMIEFEPIDME

# -D FHIELE

volatility_2.6_win64_standalone.exe -f xxx.raw --profile=xXX memdump -p 2012

-D ./

A W N R

6. BEEMARA

1 # printkey
2 volatility_2.6_win64_standalone.exe -f xxx.raw --profile=XXX printkey -K
"sam\Domains\Account\Users\Names"
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7. 5ERR%N

1
2

# hashdump
volatility_2.6_win64_standalone.exe -f xxx.raw --profile=xxX hashdump

8.EFIFINA

1 volatility_2.6_win64_standalone.exe -f xxx.raw --profile=xXX printkey -K
"Controlset001\Control\ComputerName\ComputerName"
9.8BFcmdiHiE
1 # cmdscan
2 volatility_2.6_win64_standalone.exe -f xxx.raw --profile=XXX cmdscan

101343044

1
2

# filescan
volatility_2.6_win64_standalone.exe -f xxx.raw --profile=xxXx filescan

1.8 304

1
2
3
4

# dumplfiles

# -Q XfFHIRFS

# -D {RIFEXIE

volatility_2.6_win64_standalone.exe -f xxx.raw --profile=xxXX dumplfiles -Q
0x00000123456 -D ./

12.55iHEH

1
2

# pstree
volatility_2.6_win64_standalone.exe -f xxx.raw --profile=XXX pstree
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13. EFEMHERDLL

1 # dlllist

2 # -p miHE
3 volatility_2.6_win64_standalone.exe -f xxx.raw --profile=xxx d11Tist -p 1234
14. 55T
1

# clipboard
2

volatility_2.6_win64_standalone.exe -f xxx.raw --profile=xxX clipboard

15.BFieillliz=ARicHE

1 # dehistory
2

volatility_2.6_win64_standalone.exe -f xxx.raw --profile=xXX iehistory

16.EEINREE
1 # envars
2

volatility_2.6_win64_standalone.exe -f xxx.raw --profile=XXX envars

17. BEEFRSER

1
2

# verinfo

volatility_2.6_win64_standalone.exe -f xxx.raw --profile=xxX verinfo

18.E5HFERIER

1 # shimcache
2

volatility_2.6_win64_standalone.exe -f xxx.raw --profile=xXX shimcache

19. 55 XZRMEEEBR

1
2

# netscan

volatility_2.6_win64_standalone.exe -f xxx.raw --profile=XXX netscan
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20. 55iTMRESRT

1 # hivelist
2 volatility_2.6_win64_standalone.exe -f xxx.raw --profile=xXX hivelist

21.BERZFARS

1 # svcscan
2 volatility_2.6_win64_standalone.exe -f xxx.raw --profile=XXX svcscan

22. SHHEEAER

1 # svcscan
2 volatility_2.6_win64_standalone.exe -f xxx.raw --profile=xXX procdump -p

[PID] -D ./
23 SHHEENS

1 # memdump
2 .\volatility_2.6_win64_standalone.exe -f .\OtterCTF.vmem --profile=Wwin7sP1x64
memdump -p [PID] -D ./

B3{e10-1

1 volatility Foundation volatility Framework 2.6

2 M. volatility - WHEBLESHFE

3

4  Options:

5 -h, --help FI BT R G 35 R R A

6 BRIV FT AR B SO i

7 (/etc/volatilityrc)

8 --conf-file=/home/kali/.volatilityrc

9 FTH P e E A
10 -d, --debug Wikvolatility
11 --plugins=PLUGINS ZAEH AR B (B 550D
12 --info FTEN AT A MR S 15 R
13 --cache-directory=/home/kali/.cache/volatility
14 FFTRGEAT SR H 3
15 --cache 181 FH 2247
16 -—tz=TZ WHE (0lson) WIXLPMEA pytz (R Z2d) 5 tzset Tinif

[
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17
18
19
20
21
22
23
24
25
26
27
28
29
30

31
32
33
34
35
36
37
38
39
40
41
42
43

44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69

-f FILENAME, --filename=FILENAME

--profile=winXPSP2x86

ITIF G s R S0 44

FINEAIE E A4 R (A --info &&STRHIMCE SCIFAIED

-1 LOCATION, --location=LOCATION

-w,

--write

--dtb=DTB

--shift=SHIFT
--output=text
--output-file=OUTPUT_FILE

-V,

--verbose

I EE A URN {7 B

A S SCHr

DTB Mkt

Mac KASLR {7tk

DU Rl i (CSCRpRe s T, 152 50T A e ik 150D

FE MO A B N it
FELE R

-g KDBG, --kdbg=KDBG #8E—1> KDBG ME#lHukk GEE: XT 64 i windows 8 KH
fA, X/ kdcopybataBlock Fithhl)
--force

S8R 1) A5 PH S I B S A

-k KPCR, --kpcr=KPCR HREHREM KPCR Hihl
--cookie=COOKIE

SCRFIIE AT 2

#)

amcache
apihooks
atoms
atomscan
auditpol
bigpools
bioskbd

cachedump
callbacks
clipboard
cmdTine
cmdscan
connections
connscan
consoles
crashinfo
deskscan
devicetree
d11dump
d11Tist
driverirp
drivermodule
driverscan
dumpcerts
dumpfiles
dumpregistry
editbox
envars
eventhooks
evtlogs
filescan
gahti
gditimers

#85%E nt!ObHeadercCookie il (fU&EH T windows 10)

frFEAmCache S HFE 7 IR 265 2

HRE N A% B HERR 1) A A 25 (Bl P IAPT hook

H 21 ) s atom#&

AtomZE [fithd# (Poo1 scanner)

B 2 HKLMSECURITYPO 11 cyPo1AdtEVHY & 5 Is(= A
{fi[fiBigPagePoolSscannerifi k4 iith (big page pools)
S P A A P A7 s B 2% i (LI P R RT AR BITOSTFAL

SREX A A7 AT (1 3K 5 (1) 5 R s A

FTEN 4 R Gum AN fE

FEHWT ndows B iR A i Y 2%

BRI GA1T S

FRECHAT (M85 24T 7 52305k (F1H_COMMAND_HISTORY{ &)
FTEN R G 1 W 46 4 (S Ffwindows XP f12003)
HEITCPER(F B

FEMPAT I 247 1 Sie sk (FI4_CONSOLE_INFORMATION{E E)
PREUD R B A6 15 12

tagDESKTOP: 1 (PooTscaner)

TR AE B

AR b2 1) 4 fitg B A R 2 I
FTENRRAHERE IR K Bh A B B R 1 3R

IRP hookZXz#: il

SRIKBR BN X G 28 P A% A

Uiemipap SlEESE i

FEELRASFALH X SSLAAH

PREL N A7 Hh St B8 A7 1 SO

e A7 M R AR B R R

BEEDT thiEE SR (L1stboxIEAESLLH)
BRI A

FTEIWi ndows Ff-hook #4115 &

FHwindows FFHE (X2 Fixp/2003)
RIS (file objects) WiER

g P AR (handle) Z8U(5

TR 2 GD I 28 (timers) &A1 (callbacks)



70 gdt SR Rtk 7% % (Global Deor Table)

71 getservicesids FREGENER A RS & PR IR B SIDME &
72 getsids FIENA A HISID S B
73 handles FTENRRASERRST I I AR 1 51 2%
74 hashdump A A7 Ifw ndows ik #5504 25 (LM/NTLM)
75 hibinfo FEAERIR SRS B
76 hivedump FIEPEM R L E 5o (5 B
77 hivelist FTERVEM R IC & 6 15R
78 hivescan AR C B T
79 hpakextract MHPAKY A (Fast Dump#gzl) $EHUEE P17 i
80 hpakinfo A A HPAKSC & 11 K AR AE B
81 idt R WA TR (Interrupt Deor Table)
82 iehistory B TEGAT S vy I [ S i sg
83 imagecopy F P EE bk 25 18] S H 5 A= DD B % S
84 imageinfo BE /AR GE S
85 impscan EEE D ORC NI
86 joblinks FTEMA R A5 RE B R
87 kdbgscan R A T AEKDBGH
88 kpcrscan TR AN A T EKPCRIE
89 ldrmodules For I AR A I B A FEHEDLL
90 Tsadump MM L P RELLSAZ YIS B (D2
91 machoinfo Hfgmach-0 U S B
92 malfind TR BRI I A ARG
93 mbrparser IR AR I 3 5] S8 5% (MBR)
94 memdump BB RE AT -1k N A7
95 memmap FTED PIA7 Wit
96 messagehooks SR IHFL T Y B IR 5 3%
97 mftparser AT AR IMFT 45 H
98 moddump Bt N A% ISR B AT AT SR 7 151
99 modscan P RS e 4
100 modules FTEI BB 1 51 2%
101 multiscan E{in Rt R LU
102 mutantscan X E 0 G
103 notepad BEILHA Y FR R AR
104 objtypescan F T U R 5
105 patcher T DU RN T RPN AT
106 poolpeek ] FC B I G A
107 printkey FTERVE M R0 S H - U
108 privs R BEREAL R
109 procdump BRI A ) — A T AT SR
110 pslist % EPROCESSHI KT ENFT A IELEIBAT IR
111 psscan HEFEXT A4
112 pstree DLB 877 sCFT Ep AR 51 3R
113 psxview AR PR R R BT AR A R
114 gemuinfo 4% Qemu R
115 raw2dmp VP N A7 TR A B e 4w ndbg i 5 it X
116 screenshot FT-GDI Windows [ iz JUl B L B R AT
117 servicediff windowsfi% %1% (ala Plugx)
118 sessions _MM_SESSION_SPACE 1 £41{E E513 (P 83 21E)
119 shellbags iTEIshel1bags(s 2
120 shimcache FERT L FE P 32 M Shi mZZ A7 1 A 2 T
121 shutdowntime AP R A 2R A5 2 SR L 28 S L )
122 sockets TEN AT B THI%R
123 sockscan TCPERF X G4 #

124 ssdt W RSSDT4 H



125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149

B3fE10-2

NP

strings
svcscan
symlinkscan
thrdscan
threads
timeliner
timers

truecryptmaster Recover
truecryptpassphrase
truecryptsummary

VIR A0k (AL VC AT (FR 32— L8 e, P iEdifEE)
windows i} 55 51 & 14
GHRsTEE YU R SR RE
YO SR RE ]
& _ETHREAD #I_KTHREADS
B N7 P IR SRR R (5 J2. 1 B ) 28
FTED PIAZ LI 23 ORISR FIDPC

WETrueCrypt 7.lat%4
IR T rueCrypt %%
TrueCryptHiZ(5 &

unToadedmodules #TEVEIEMEE B AFE

userassist
userhandles
vaddump
vadinfo
vadtree
vadwalk
vboxinfo
verinfo
vmwareinfo
volshell
windows
wintree
wndscan
yarascan

volatility Foundation

EEM F FHuserassi st oefz B
Befig P AR

EEfiVADEE SO

EAikvADLE B

PARFE 75 30 /R VAD I 5 2,
7R3 [ VAD R
HAgvirtualbox(E8 CGELMLD
FTEIPESL R T AR A5 2.
HfifvMware VMSS/VMSN 13 &
WAEBE S ¥ishell
FTEN SR 3 1 (RE4ME 2D

ZJIF 4T B0 S I B R

ARG 1135
Llyaras 4 AR s iz N 7

volatility Framework 2.6

AW

© 0 N O U

10
11
12

13

14
15

16

17
18
19
20
21
22

Profiles
VistasPOx64
VistasPOx86
VistaSPlx64
VistasP1x86
VistaSpP2x64
VistaSP2x86
winl0x64
Winl0x64_10586
23)
Winl0x64_14393
16)

winl0x86
Winl0x86_10586
28)
winl10x86_14393
16)
win2003sP0x86
Win2003sP1x64
Win2003sP1x86
Win2003sP2x64
Win2003sP2x86
Win2008R2SPOx64

windows Vista SPO x64 [{ficHE it
windows Vvista SPO x86 [t & it
windows Vista SP1 x64 [
windows Vista SP1 x86 [t E it
windows Vista SP1 x86 [ficsE i
windows Vista SP2 x64 &

windows 10 x64 [t E 1t

windows 10 x64 HJECE S+ (10.0.10586.306 / 2016-04-

windows 10 x64 MECECfF (10.0.14393.0 / 2016-07-

windows 10 x86 [HHtE 1t

windows 10 x86 MEZECff (10.0.10586.420 / 2016-05-

windows 10 x86 [MACECff (10.0.14393.0 / 2016-07-

windows 2003 SPO x86 [1fit & 14
windows 2003 SPO x86 MIMLE 1t
windows 2003 SP1 x86 [fHC & it
windows 2003 SP1 x86 Mt & L1t
windows 2003 SP2 x86 Mt E 1t
windows 2008 R2 SPO x64 [IB:E 1t
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23
24

25
26
27
28
29
30

31
32

33
34
35
36

37
38

39
40
41
42
43
44

45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65

66
67
68
69
70

Win2008R2SP1x64 -
Win2008R2SP1x64_23418 -
2016-04-09)

win2008sP1x64 -
win2008SP1x86 =
win2008sP2x64 -
Win2008sP2x86 -
Win2012R2x64 -
Win2012R2x64_18340 -

windows
windows

windows
windows
windows
windows
windows
windows

(6.3.9600.18340 / 2016-05-13)

Win2012x64 -
Win2016x64_14393 =
2016-07-16)

win7sP0Ox64 -
Win7sP0x86 -
Win7spPlx64 -
Win7sP1x64_23418 -
04-09)

Win7SP1x86 =
Win7sP1x86_23418 -
04-09)

win81lulx64 -
win81Ulx86 =
Win8SP0Ox64 -
win8SP0Ox86 =
Win8sP1x64 -
Win8SP1x64_18340 =
05-13)

Win8SP1x86 -
WinXPSP1x64 -
WinXPSP2x64 =
WinXPSP2x86 =
WinXPSP3x86 =

Address Spaces
AMD64PagedMemory
ArmAddressSpace
FileAddressSpace
HPAKAddressSpace
IA32PagedMemory
IA32PagedMemoryPae
LimeAddressSpace
LinuxAMD64PagedMemory
MachOAddressSpace
OSXPmemELF
QemuCorebumpETf
VMwareAddressSpace
(vmMss) ff
VMwareMetaAddressSpace
VirtualBoxCoreDumpE1f64
winl0AMD64PagedMemory
windowsAMD64PagedMemory
windowsCrashbumpSpace32

windows
windows

windows
windows
windows
windows

windows
windows

windows
windows
windows
windows
windows
windows

windows
windows
windows
windows
windows

2008
2008

R2 SP1 x64 [HfdE

2008
2008
2008
2008

SpPl
SP1
SP2
SP2

x64 HIMNCE S
x86 ML E S AF
x64 [HIfiC &S
x86 [ & 14

Server 2012 R2 x64 (K& 1t
Server 2012 R2 x64 (K8 1t

Server 2012 x64 [HHlE i

Server 2016 x64 MMECE S/ (10.0.14393.0 /

x64
x86
x64
x64

e B S
HARC B S F
FATC B S F

SPO
SPO
SP1
SP1

7 SP1
7 SP1

x86
x86

HATC B S F

L1 EH 1 x64 (ldE S
.1 1 x86 MM E it
x64 [T E S

x86 (ML & L1

.1 x64 HIRCE

O 0O 0O 00 0 ©

8.1 x86 it & Xt

XP SP1 x64 [MACE M
XP SP2 x64 [fFcHE it
XP SP2 x86 Nt E it
XP SP3 x86 [MIHLHE it

Fr#E AMD 64 {4 (A
ARM RbEH 35 (1) Hi ik 7 [|]

X —NHEEXT AS.

I AS 3CFF HPAK A%
FrifE TA-32 43 TUdhhE=(A]
RSBl TA-32 PAE
Lime [k =(a]

Linux $5E1 AMD 64 frtihl=4[a]

mach-o CAFMHBEEZS[RILASC R atc-ny A7 EEELAS

XA AS HF virtualBox ELF64 coredump #%%
XA~ AS HF Qemu ELF32 A1 ELF64 %Ok
Itk AS ZFF vMmware RER (vMSS) FIRAFIRES

It AS WHFEEH VMSN/VMSS JUEERI VMEM %
XA AS #F virtualBox ELF64 coredump &zl
windows 10 45EH) AMD 64 {ithik=s[H]

windows ##5Ef AMD 64 {7kl (A]

XA AS ZHF windows Ak

R2 SP1 x64 MIFCEfF (6.1.7601.23418 /

BB (6.1.7601.23418 / 2016-

HIlCE S (6.1.7601.23418 / 2016-

.1 x64 MAECE M (6.3.9600.18340 / 2016-

75 UM 7% [A]



71 windowsCrashbDumpSpace64 - I AS ¥ windows Crash bump #3l
72 windowsCrashbDumpSpace64BitMap - It AS Y #F windows BitMap Crash Dump &z

73 windowsHiberFileSpace32 - X windows MRHESCH:ARHR L HE 2 A)
74

75

76 Plugins

77 ——=———-

78 amcache - {TEl AmCache 52

79 apihooks - RCEFRERNAZ NAEH APT HEH

80 atoms - FTERS AT Lok R &

81 atomscan - JEFRMME

82 auditpol - M HKLM\SECURITY\Policy\PolAdtEv T E[H & it
83 bigpools - fliffl BigPagePoolScanner Hf# KT
84  bioskbd - SR P A7 R A 2R X

85 cachedump - MR TE LA A I 800G A

86 callbacks - FTER R Gy el e A4 7%

87 clipboard - REL windows BTG A 2

88 cmdline - BRMREGAITSH

89 cmdscan - B _COMMAND_HISTORY SKHEHL 4 i it s
90 connections - TENFTIFRIERSIR  [R windows XP Fil 2003]
91 connscan - HF tcp EEHIBARRE

92 consoles - JEITHH _CONSOLE_INFORMATION #H&Hl#r4 [ shic %
93 crashinfo - G RREEE R

94  deskscan - tagDESKTOP (& xR#L) H Poolscaner
95 devicetree - RORBEEN

96 d11dump - MEFEHHEZS (B #54i% DLL

97 dlT1T4st - ITEIEAEEREIE d1T1 5k

98 driverirp - IXEHIFERF IRP H:AHE I

99 drivermodule - BIKENFR T ROCHR S Py AR AR

100 driverscan - IREHAR TR R RS

101  dumpcerts - ik RSA REMAIL SSL %4

102 dumpfiles - PRI AR BRI RN G2 A A

103  dumpregistry - BRI S A B R

104  editbox - SRR REEMNER FIRMESERD

105 envars - BRI A

106  eventhooks - f£ wWindows ZFH{FEEH EATEIELN(E S

107  evtlogs - $2H windows FHFMHE (YR XP/2003)
108 @ filescan B & LD E JiMIERE T

109 = gahti - Hefik USER AIMAZEAE R

110 gditimers - FTENC 2235 GDT AR A A

111 | gdt - BRARIMR R

112 getservicesids - 3R Registry WS AFRIEREIFEM SID
113 getsids - FTEMAA RN EERER SID

114  handles - ATEREANERR AT I R 41 3R

115 hashdump - MNTF ARG (LM/NTLM)

116 hibinfo - GRS S B

117  hivedump - FTEIEMER

118 hivelist - JTERVEMRACE Honh R

119  hivescan - EMEERAC B T i AR T

120  hpakextract - M HPAK SCHFHIREUHE AT

121 hpakinfo - X HPAK XHHIMER

122 | idt - SRR R

123  1dehistory - H# Internet Explorer Z17/[iH
124  imagecopy - A E b E O )E S DD Mg

125 1imageinfo - BN ERRE B



126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178
179
180

impscan

job1inks

kdbgscan

kpcrscan

Tdrmodules

Timeinfo
Tinux_apihooks
Tinux_arp
Tinux_asTr_shift
Tinux_banner
Tinux_bash
Tinux_bash_env
Tinux_bash_hash
Tinux_check_afinfo
Tinux_check_creds
Tinux_check_evt_arm
Tinux_check_fop
Tinux_check_idt
Tinux_check_inTine_kernel
Tinux_check_moduTes
Tinux_check_syscall
Tinux_check_syscall_arm
Tinux_check_tty
Tinux_cpuinfo
Tinux_dentry_cache
Tinux_dmesg
Tinux_dump_map
Tinux_dynamic_env
Tinux_elfs
Tinux_enumerate_files
Tinux_find_file
Tinux_getcwd
Tinux_hidden_modules
Tinux_ifconfig
Tinux_info_regs
Tinux_iomem
Tinux_kernel_opened_files
Tinux_keyboard_notifiers
Tinux_Tdrmodules
Tinux_Tibrary_Tl1ist
Tinux_Tibrarydump
Tinux_Tist_raw
Tinux_1smod
Tinux_1sof
Tinux_malfind
Tinux_memmap
Tinux_moddump
Tinux_mount
Tinux_mount_cache
Tinux_netfilter
Tinux_netscan
Tinux_netstat
Tinux_pidhashtable
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